
Region

VPC 10.0.0.0/16

Public Subnets (10.0.0.0/24 - Zone A, 10.0.1.0/24 - B, 10.0.2.0/24 - C)

Private Subnets (10.0.100.0/24 - Zona A, 10.0.101.0/24 - B, 10.0.2.0/24 - C)

RDS

NAT Gateway

Web Servers

Public Internet

BastionLoad Balancer

RouterInternet Gateway

Destination Target
10.0.0.0/16 local

0.0.0.0/0 igw-id

Associated Routing Table

Destination Target
10.0.0.0/16 local

0.0.0.0/0 natgateway-id

Associated Routing Table

Bastion security group

Database security groupWeb Server security group

Bastion security group

Port Source

22 my-ip

Database security group

Port Source
5432 webserver-group
5432 Bastion-group

Web server security group*

* Load balancer automatically adds a 
securty group with required ports to load 

balanced instances

Port Source
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